[Tpunoxxenne Ne 2
K 00s13aTeIbHON HHDOpMaLIUH
TUTS pa3MeNCHHs Ha caiiTe

NUH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIIMXCS 1J151 PASMEIIEHMS
HA OPUINAJIBLHBIX THTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OOJIbLIE, a
IIKOJIbHUKM OJHU W3 CaMbIX AKTUBHBIX IMOJib30oBaTened Pynera. Mexay Tew,
MIOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEM, MHTEPHET HECET U TPOOIEMBL. JTa
namsTKa J0JHKHA TOMOYb TeOe 0€3011aCHO HaXOUThCS B CETH.

KomnproTepHbie BUPYChI

KomnploTepHBbIid BUPYC - 3TO Pa3HOBHAHOCTh KOMIIBIOTEPHBIX MPOTrpPaMM,
OTJIMYUTEIBHON 0COOEHHOCTHIO KOTOPOU SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosnHeHne K 3TOMY, BUPYChl MOT'YT HOBPEIUTH UJIU IMOJHOCTHIO YHUYTOXHUTH
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TI0JIH30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3amyllleHa 3apa)K€HHas MporpaMMa, a Tak)Ke MOBPEIUTh WIH AK€ YHUUTOXKUTH
ONEPallMOHHYIO CHCTEMY CO BceMHU (aiiamu B LeJIoM. B OOJIBIIMHCTBE CllydaeB
PaCIPOCTPAHSIOTCS BUPYCHI U€PE3 UHTEPHET.

Metoap! 3aUThI OT BPEIOHOCHBIX IIPOrPAMM:

1. Ucnionb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IPOTPAMM;

2. IloctossHHO ycTaHaBiauBail mnadtd (UUGPPOBBIE 3aIJIATKU, KOTOpHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IIEJbI0 JOPAOOTKHM TPOTrpaMMbl) U APYTHe
OOHOBJICHUS CBOEH OTEepaImOHHON cucTeMbl. CKauynMBai UX TOJIBKO C O(UITUATBEHOTO
caifra pa3pabotunka OC. Ecnu cyniecTByeT pexxum aBTOMaTHUECKOro OOHOBJICHUS,
BKJIFOUH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEPE TMOJ MpaBaMH TOJb30BATENsA, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBITUHCTBY BPEJOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCS HA TBOEM IEPCOHATBHOM KOMITBIOTEPE;

4. Hcnosb3yd aHTUBHPYCHBIE NPOTrPAMMHBIC MPOIYKThI HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHENIHUE HOCUTEIW MH(MOpMAINK, Takue Kak (Quielika, AUCK
WK (aill U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB,;

7. He oTKpbIBali KOMIIBIOTEpHbIEC (haiiibl, MOJYyYEHHbIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlake Te (pailyibl, KOTOpHIE MpUCIa TBOM 3HAKOMBIH. Jlydiie yrounu
y HETO, OTIIPABJISUI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 3To He BHJ Tiepeaun JaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIUIIb OpPEHI,
mapka. Eme B 1991 romy HumepmaHiackash KOMIAHUS 3aperuCTpUpoBaia OpeH.I



"WECA", uro o6o3nauano cioBocoueranue "Wireless Fidelity", koropsrii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Haillero BpeMeHH JIoluia apyras abOpeBuarypa, Kotopas sBJIsS€TCS TaKOU
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C
HaMEKOM Ha CTaHJapT Bbicliel 3BykoBoi TexHuku Hi-Fi, yTo B nepeBoje o3Havaer
"BBICOKAsi TOYHOCTB'".

Ja, OecriaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJINYHOM BO3MO>KHOCTBIO BBIXOJIa B UHTEpHET. HO MHOTHE AKCIEPTHI CUUTAIOT, YTO
obmenoctynasie Wi-Fi ceTn He SBISIOTCS 0€30IMaCHBIMU.

CogeTsbl 110 0€301acHOCTH Pa0OTHI B 00MIEOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro InuHyto nHpOpManmio gyepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapOJIv JAOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE MPOTPaMMBI U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkmoun ¢pynkiumio "OO0Omuit 10CTyI K (aitinam
u npuntepam". J[aHHass QyHKIMS 3aKpbiTa MO YMOJIYAaHHIO, OJHAKO HEKOTOPHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonw3yit nyOmuunbii WI-FI nms mepegaum JuUYHBIX JTaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMANIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Mcnonb3y# TOJIbKO 3amuiieHHoe coeaunenune yepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun (yHkiuio "Tlogkmouenne k' Wi-Fi
apTomatnuecku'". He nomyckali aBTOMATMYECKOTO MOJKJIIOUYEHUS YCTPOWCTBA K
cetssim Wi-Fi 6e3 TBoero cornacus.

CormanbHbie ceTH

ConnanpHble CETH aKTUBHO BXOJST B HAIIly KHU3Hb, MHOTHE JIIOJU PaboTatoT
U KUBYT TaM TMOCTOSIHHO, a B Facebook ye 3apeructpupoBaH MIIITHAP]T YETOBEK,
YTO SBJISIETCA OJHOW CEIBMOM BCEX JKUTEJEH IUIAaHEThl. MHOTHE NOJIB30BATENINA HE
MOHUMAIOT, YTO WH(pOpPMAIUs, pa3MEIICHHAas UMU B COIMAIBHBIX CETAX, MOXKET
ObITh HalJeHa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeNIbHO C
OJlaruMu HaMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MMACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb cnucok apy3eil. Y te0s B Apy3bsiX HE JOJHKHO OBITh CTy4alHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuuiail cBOIO 4acTHYIO kKM3Hb. He ykaspiBall maposiu, TeiaedOHbI,
aapeca, JaTy TBOErO0 POXACHUA H  JAPYryH0 JIMYHYI0  HHGOpMAaIHUIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJIB30BaTh Jaxe WHPOPMAITHIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammuinai CBOIO peryTaIuio - IEPKH €€ B YICTOTE U 3a7aBaii cebe Bompoc:
XoTenl Obl Thl, YTOOBI JPYTHE IMOJH30BATEIN BHJIEIH, YTO ThI 3arpyKaemib?
[Togymaii, mpex/ie 4eM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHIIB C JIOAbMH, KOTOPHIX HE 3HAElIb, HE UCIOJIb3YH CBOE
peanbHOE MMS U JIPYTYIO JTUYHYIO WH(OpMAIUu: UMs, MECTO >KUTEIIbCTBA, MECTO
yueObl U TIpoUee;



5. N3beraii pazmemienus ororpaduii B IHTepHETE, TNIE THI N300pa’KeH HA
MECTHOCTH, I10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. I[lpu peructpani B COLMAIBHONM CETH HEOOXOJUMO UCIOJIb30BATh
CJIOXHBIEC TIAPOJIH, COCTOSIUE U3 OYKB U LIU(PP U C KOJTUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns  conuanbHOW CETH, TMOYTBI W JAPYIHX CaWTOB HEOOXOIUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKU
IIOJIy4aT JOCTYII TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIIEKTPOHHBIE JICHbI U

DNEKTpOHHBIC JIEHBIM - 3TO OYEHb YAOOHBIM CMOCOO TMIaTexel, OTHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DNEeKTPOHHBIE IEHbI'U MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO U3-3a 3TOTO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM QYyHKIIMOHUPYIOT M O HUX YK€ ITPOIKCAHO B 3aKOHE, TJIE€ UX
pa3ensaoT Ha HECKOJIbKO BHUJOB - AaHOHUMHBIE M HE aHOHUMHBIE. PazHuna B ToMm,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOJIUTH Olepanuu 0e3
UJeHTU(GUKAIIMY TTOJIb30BATENs], @ B HCAHOHUMHBIX UJICHTU(DUKAIUS TOTB30BATENS
SBIISIETCS 00SA3aTEIBHOM.

Taxke cruemyer pas3nuyaTh dJEKTPOHHBIE (UaTHBIE JEHBIU (paBHBI
rOCy/IlapCTBEHHBIM BaJlOTaM) M 3JIEKTPOHHbIE He(UaTHbIE IEHBIU (HE pPaBHbI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHOM padOTE C NEKTPOHHBIMU JIEHbraMU:

1. IlpuBsiku K cyeTy MOOMIIbHBIN TeeOH. ITO camMblid yIOOHBIN U OBICTPBIN
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. lIpuBsizanHblil TenedOH MOMOXKET, €CIH
3a0yJelnip CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonb3yil omHopa3oBble mnaposu. llocne mnepexoma Ha YCHICHHYHO
aBTOpHU3alLlMI0 TeOe y)Xe He OyJeT yrpokaTh ONAacHOCTh KpaXu WJIM INepexBaTa
IUIATEKHOIO MapoJIs;

3. Boeibepu cnoxubiii maponb. [IpectynmHukam OyneT HE MPOCTO yrajaarhb
CJIOXHBIN naposb. HagexHsle mapoiu - 3T0 napoiu, KOTOPhIE COAEPKAT HE MEHEE
8 3HAKOB ¥ BKJIIOYAIOT B C€0s1 CTPOUYHBIC U MTPOMHUCHBIE OYKBBI, IU(PPHI M HECKOJIBKO
CUMBOJIOB, TaKuM€ KaK 3HAK JoJiiapa, (yHTa, BOCKJIMIIATENBHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBHIM HE JOBEPSICILIb.

DJIEKTPOHHAs TT0YTa

DNeKTpOHHAs MOYTa - 3TO TEXHOJIOTHSI U MPEAOCTABIISIEMbIE €10 YCIYTU IO
NEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paclpeaeatoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO AJIIEKTPOHHBIM TMOYTOBBIA SIITUK  BBITJISIUT
CJIETYIOIKMM 00pa3oM: UMsI_TIOJIb30BaTeNss(@uMs_aoMeHa. Takke Kpome repeaauu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TiepeaBaTh (ailiibl.

OcHOBHBIE COBETHI 10 0€30MaCHOM paboOTe C IMEKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh MpaBWIBbHBII MOYTOBBIA cepBUC. B uHTEpHETE ecTh
OTPOMHBII BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIIle TOBEPSTH TEM,
KOTO 3HA€Illlb U KTO NIEPBBIM B PEUTUHIE;



2. He yka3biBaii B TMUHOI MoYTe IW4YHYI0 HHpopMaruio. Hanpumep, myurie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Hcnonp3yid ABYX3TANHYK ABTOPHU3ALMIO. JTO KOrJa MOMHUMO MapOJs
HY>KHO BBOJUTB KOJI, TIPUChUIAaEMBbII T0 SMS;

4. BeiOepu CIOXKHBIN Maposib. st KaXa0ro MOYTOBOIO SIIKKA T0KEH OBbITh
CBOM HAJICKHBIN, YCTOMYHUBBIN K B3JIOMY apOJIb;

5. Eciu ectp BO3MOXHOCTH HANMCaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
WCIIOJIb3YH 3TY BO3MOXHOCTb;

6. Hcnosb3yili HECKOJBKO NOYTOBBIX SAIIMKOB. IlepBblil [ 4YacTHOMU
NEPENUCKU C apecaTaMu, KOTOPbIM Thl JOBEPSACIIb. DTO 3JIEKTPOHHBINA aJpec He
HA/I0 UCTIOJIB30BaTh MPHU PETUCTPALIUU Ha (popyMax U calTax;

7. He oTkppiBail ¢aiiibl U Apyrue BIOXKEHUS B MUCHbMAaX, AK€ €CIH OHU
NPUILUIM OT TBOUX Apy3eil. Jlydille yTOUHH y HUX, OTIPABISIM JU OHU TeOe 3TU
(baisl;

8. Ilocne okoH4yaHust paOOTBl Ha TOYTOBOM CEpPBUCE MEPEN 3aKPHITHUEM
BKJIAJIKM C CAUTOM He 3a0y/ib HaXKaTh Ha "BeriTu".

KubepOymuiiHr unu BUPTyaabHOE U3JI€BATEIBCTBO

KubepOymnuHr -  mpeciiejoBaHME  COOOILEHUSMHU,  COAEpK AWMU
OCKOpOJIeHUS, arpeccuro, 3aIlyTMBaHUE; XyJINTAHCTBO; COIIMAJIbHOE
OOMKOTHUPOBAHUE C MOMOLIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KNOEPOYIITHHIOM:

1. He Opocatics B 60#. Jlyumuii cnmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHayaje yCHOKOUThbCS. Ecnmu Thl
HayHEIIb OTBEYATh OCKOPOJIEHUSIMU Ha OCKOpOJICHUS, TO TOJIBKO emle OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapnsi cBoel kubeppenyTauuei;

3. AHoHuMHOCTh B ceTu MHUMAas. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJMTraHCKUN o0pa3 BUPTyaJIbHOW XU3HU. IHTEepHET
(buKCUpyeT BCe TBOM JIEUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobnronail CBOIO BUPTYATBHYIO YECTh CMOJIOY;

6. Urnopupyii enuHuuHblii HeratuB. OIHOPA30BBIE OCKOPOHUTEIHHBIE
COOOIIeHHMS JTyullle UTHOpUPOBaTh. OOBIUHO arpeccusi MPEeKpaliaeTcsl Ha HaYaJIbHON
CTaJuu;

7. ban arpeccopa. B mporpamMax oOMeHa MIHOBEHHBIMU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKM OTHPABKUA COOOIIEHHUN C
ONPENIECIICHHBIX aJPECOB;

8. Ecnu ThI cBUaeTeNnb KMOepOysuMHra. TBOU IEUCTBUS: BHICTYIUTh MPOTUB
IpeciieloBaTeNs, MOKa3aTb €My, YTO €ro JACWCTBUS OLICHWBAIOTCA HETaTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTHYECKasi IMOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOunbHbIN TenedoH

CoBpemenHble cMapT(HOHBI U TUTAHIIETHI COAEPKaT B ceOe BIOJIHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMH



KommbioTepamMu. OIHaKO, CPEACTB 3aLIUTHI ISl TOJIOOHBIX YCTPOHCTB MOKa OYEHb
Mano. TeCTUpOBaHUE U MOUCK YSA3BUMOCTEN B HUX ITPOUCXOJUT HE TaK UHTEHCHUBHO,
kak s 1K, To ke camoe kacaetcs 1 MOOMJIbHBIX PUIIOKEHUH.

CoBpemeHHbIE MOOWJIBbHBIE Opay3epbl yK€ MPaKTUUYECKH JIOTHAJM
HACTOJIbHBIE AHAJIOTH, OJHAKO pacuIMpeHue (QyHKIMOHAJIa BIJIEYET 3a COOOM
OO0JIBILIYIO CII0)KHOCTh U MEHBIIYIO 3aIlUIIEHHOCTb.

Jlaeko He BCE€ MPOM3BOAMTENM BBITYCKAIOT OOHOBJIEHMS, 3aKPbIBAIOLINE
KPUTHUYECKHE YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJI 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He sBnsercs mo-HacTosmeMy OecruiaTHbIM. Byas octoposkeH, Beab
Korja tebe mpenaraioT OecIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO TUIATHBIE YCIYTH;

Hymaii, npexie uem oTnpaBuTb SMS, ¢oro uim Bugeo. Tel TOUHO 3HAEIIb,
r7ie OHU OyIyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsl MOOMJIBHBIX Telle()OHOB;

He 3arpyxaii npuiio’keHusi OT HEM3BECTHOTO HMCTOYHHKA, BEJb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE ITPOrPaMMHOE 00ECTIEUEHHUE;

[Tocne Toro Kaxk Thl BBIIELIL C CaiiTa, IJIe BBOAWI JIMUYHYIO MHPOPMAIHIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

[leproamaecku mpoBepsiii, Kakue TUIaTHBIE YCIYyTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOll HOMEp MOOUJIBHOTO TeleOHa TOJBKO JIOJASM, KOTOPBIX ThI
3HaelIb U KOMY JIOBEpSICIIIb;

Bluetooth momkeH ObITH BBIKIIIOYEH, KOTZa Thl UM HE ToJsb3yemibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpst

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO Kpaco4yHbIE, 3aXBaThIBAIOILNE
pa3BieueHUsl, OOBEINHSIOINE COTHU ThICSY 4YEJOBEK MO Bcemy mupy. Urpoku
UCCIIEAYIOT JTaHHBIM UM MHp, OOLIAIOTCS APYT C APYrOM, BBINOJHSIOT 3a/laHusl,
CpaXkaloTCsi C MOHCTpaMH U MOJY4aroT ONbBIT. 3a YJOBOJIbCTBUE OHHU IUIATST:
MOKYTAIOT JUCK, OMJIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KaKHe-TO OIIUU.

Bce atu cpeacTBa uayT Ha mojAepKaHUe U Pa3BUTUE UTPhI, @ TAK)KE HA caMy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aIIaTKU U1l IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B n1o100HBIX UTpax CTOUT OMACATHCS HE CTOJIBKO CBOMX COMIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIMU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnmu npyroit urpok BeaeT ceds TIOX0 WM CO37aeT Tebe HEeMPHUsSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. lMoxanyiics agIMUHUCTPATOPaM UIPhI HA IJI0XO0€ MOBEJEHUE ITOTO UTPOKa,
KeJaTeIbHO MPUIIOKUTH KaKHe-TO TOKA3aTeIbCTBa B BUJI€ CKPUHOB;

3. He yka3biBaiil muunyto nHGOpMaIuio B mpogaiiie urpol;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;



5. He ycTanaBnuBaii HeopuInaibHbIE TATYN U MOJIBI;

6. Mcrionb3yii CII0KHBIE U PA3HBIE ITAPOJIH;

7. Jaxxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [10Kka Tl Urpaemisb,
TBOW KOMITBIOTEP MOT'YT 3apa3uTh.

QUIIMHT WM Kpaka JIMYHBIX JaHHBIX

OOBbIYHOM Kpaskel JEHEr U JOKYMEHTOB CErOJHs YK€ HUKOTO HE yJMBHIIb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKH IIEPEMECTUIINCE B
UHTEPHET, U MPOJOJHKAIOT 3aHUMAThCS " MI0OMMBIM" IEIOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIHHT,
TJIaBHAs IeJb KOTOPOTO COCTOMT B TMOJYYCHUH KOH(PHUACHUHAIBHBIX JaHHBIX
MI0JIb30BAaTENEH - TIOTUHOB U napodeil. Ha anrnuiickom si3bike phishing untaercs kak
¢ummHr (ot fishing - peiOHast n10Bs, password - mapoib).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Ecii Thl 1OJ03peBacilb, YTO TBOS aHKETa
ObLIa B3JIOMaHa, TO HEOOXOIMMO 3a0JI0KHPOBATh €€ U COOOLIUTh aIMUHICTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Vcnionb3yii Oe3omnacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnonp3yit cioxHble M pa3Hble mapoiau. Takum oOpas3oM, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecnum Tebs B3JIOMaiaM, TO HEOOXOAMMO MPEAYNpEeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J100aBieHbl y T€OS B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU H,
BO3MOYKHO, OT TBOETO MMEHH OYJIET PacChUIaThCA ClaM M CChUIKM Ha (DUILIMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbli naposas (PIN) Ha MOOMIIBHBIN Tene(OH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbiBail (aitibl U Apyrue BIOXKEHHsS B MUChMax, JaXe €CId OHU
OPULUIM OT TBOMX Jpy3eil. Jlydiie yTouHu y HMX, OTHPABISIIM JIM OHU TeOe 3TU
Gbaib.

[udposas penyranus

udposas permyTanus - 3T0 HeraTUBHAS UM IO3UTUBHAsI UHPOpPMAIUs B CETU
o tebe. Kommpomerupytromas nHpopManus, pasMelleHHas B UHTEPHETE, MOXKET
CepbEe3HbIM 00pa30M OTpa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penytarus" - 3T0 TBOW UMUK, KOTOPBIN opMupyercs u3 uHdopmanuu o Tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TMOJOKEHHUE,
O0COOEHHOCTH XapakTepa 1 paccKas3bl O OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApOCTKA JETKOMBICIEHHO OTHOCSTCS K MyOJMKAaIMU JIMYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCHenCcTBUM. Thl maxe He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYUHON OTKAa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pasmenienne TBoux (otorpaduil U Ipyrue AeMCTBUS MOTYT
HE UCYE3HYTh JJAXE IMOCIIE TOT0, KaK Thl UX YAAIHIIb. Thl HE 3HACIb, KTO COXPAHMII
3Ty uHGOpPMAIIUIO, TI0Taja JIU OHA B IOMCKOBBIE CHCTEMBI U COXpPaHHUIIACh JIU OHA, a



TJIABHOE: YTO MOAYMAIOT O TeOe OKPYXKAIOIIUE JIFOAHM, KOTOPhIE HAMAYT U YBUIAT
sT0. Haiftu uHpOpMannio MHOTO JIET CIYCTS CMOXKET JI000H - Kak U3 J00phIX
noOyXIeHHH, TaK U ¢ HAMEPEHUEM MPUYUHUTD BPEA. DTO MOKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI IO 3aIIUTE UPPOBOM permyTallUu:

1. IToxymaii, mpexzae yeM 4yTo-To MyOJUKOBATh U MepeaBaTh y ceds B 6iiore
WM B COLIMANILHOM CeTH;

2. B nHactpoiikax mpoduisi yCTaHOBU OTpaHUYEHMs] HAa MPOCMOTP TBOETO
poIIs U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "/ist py3eit'”;

3. He pa3memiail u He yka3biBail HH(GOpMAIIUIO, KOTOpask MOXET KOro-Iudo
OCKOPOJISITh WJIH OOMKATh.

ABTOpCKOE PaBo

CoBpeMeHHbIE IIKOJBHUKM - aKTUBHBIC TMOJb30BaTeNM  LHUGPOBOTO
npoctpaHcTBa. OQHAKO JajleKko HE BCE 3HAIOT, YTO I0Jb30BAHWE MHOTHUMU
BO3MOXKHOCTSIMU  Ii(ppoBoro  Mupa TpeOyeT  coOMoleHHsT TpaB  Ha
WHTEJUICKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIUIEKTyallbHasi COOCTBEHHOCTBH" OTHOCHTCS K Pa3UYHBIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HAyMHas C HOBBIX H300pETEHHU U 3HAKOB,
0003HavaloMUX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadpusiMu, KHUHOQUIEMaMH U My3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - ATO MpaBa HA MHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
MPOU3BEACHUS HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJJIEKTYaJbHBIM/TBOPUECKUN TPYyJ aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpPaBEMJIUBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETr0 TPyHAa, MOJYyYUTh HW3BECTHOCTh W mNpusHaHue. Hukro 6e3
paspelieHusi aBTOopa HE MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacrpoCcTpaHsiTh, MyOJIUYHO JAEMOHCTPUPOBaTh, MPOJaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO HCHOJHATH, MOKA3BIBATH/UCIIONHATH B dUpEe WIH
pasmewars B IHTEpHETE.

Hcnonp3oBanne "mupaTckoro" MpPOrpaMMHOTO  OOECHEYEHHS  MOXKET
MPUBECTH K MHOTMM pHUCKaM: OT NOTEPU [OAHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, IJie YCTAaHOBJICHA HeJerajibHas nporpamma. He
CTOWUT TaKXe 3a0BbIBaTh, YTO CYIIECTBYIOT JIETAIbHBIC W OECIUIATHBIE MPOTPAMMBEI,
KOTOpBIE MOKHO HAlTHU B CETH.

O noprane

CeteBUUOK.p( - TBOI IJIaBHBIA COBETUMK B CETH. 371€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETH TMOHSATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHH
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH ydacTHE B
KOHKYpCaXxX U CTaTh CaMbIM IIU(PPOBBIM Irpak JaHUHOM!



